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5 Top Tips for Avoiding Pitfalls 

When Contracting for Services in Hostile Environments 
 

 

1. Know Your Operating Environment 

Due diligence on all elements of the local environment and the circumstances in which you will be 
required to operate is essential. Identify those events and circumstances which might restrict your 
ability to provide the services. 

For example, if a violent event (such as a kidnapping or terrorist incident) were to occur in the area 
in which you are operating, would you still be compelled to continue providing the contractual 
services on the same terms? Is this event something that was part of the operating parameters of the 
contract. Does the contract allow you to pass the additional costs and expenses that you will no 
probably need to incur on to your counterparty?   

Whilst some events and circumstances that arise might have constituted a "force majeure" event in 
another context, in your arena they could be classed as known risks, merely routine, or even the very 
reason you have been contracted to provide the services in the first place.   

You need to ensure you have a carefully drafted "force majeure" clause that sets out the 
circumstances in which you will be relieved from the obligations under the contract. It is unlikely 
that a standard form force majeure clause will be appropriate and you will have to tailor the clause 
to ensure it covers the appropriate scenarios. 

You do not want to face the prospect of being compelled to perform the contract when the cost of 
doing so, through no fault of your own, become unprofitable, outside of your operating parameters 
or prohibitively expensive.   

Similarly, if your counterparty is required to perform a particular service or supply a specific item, 
ensure that this is explicitly referred to in the contract.  This will make it easier to point to their 
obligation in the contract if the situation on the ground changes or if the matter arise which makes 
the provision of the item more difficult.  

2. Know Your Potential Liabilities 

You should have a clear understanding of where your potential liabilities might lie, particularly if 
there is a risk you might be held responsible by your own client or third parties for the actions of 
local resources procured by you. 

One method of apportioning liability, which is common in some sectors, is that each party should 
bear the loss suffered by or caused to the people for whom it is responsible (including all its 
employees and subcontractors) and the loss of their property.  This principle, known as the "knock-
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for-knock" principle, is increasingly accepted as being standard in contracts for the provision of 
services in hostile environments 

A good example of such a clause can be found in the Baltic and International Maritime Council's 
(BIMCO) standard contract for the use of private maritime security companies known as 
"GUARDCON", a copy of which can be found on BIMCO's website at 
https://www.bimco.org/Chartering/Documents/Security/GUARDCON.aspx. This was designed for 
use between private maritime security companies and shipowners for the provision of armed guards 
on ships to guard against attack by pirates.  

Coupled to the above, you should consider including an indemnity and an agreement for each party 
to hold each other hold, though you will have to be realistic as to what can be achieved when 
contracting with local governmental agencies or authorities. 

As a final protection, you may also wish to consider capping each parties' liability to the other at a 
suitable level. Care must be taken to ensure that the provisions do not fall foul of any legislation that 
prohibits unfair contract terms and you need to give careful consideration to the level of any limit.  
A defined limit will also help you purchase the correct level of insurance. 

As a general legal principle under English law, a party cannot exclude its liability to a third party for 
criminal liability. 

If possible you should include a reciprocal exclusion from each party to the other for loss of profit or 
other consequential loss howsoever caused. 

If you are exposed to liability for the actions of your own sub-contractors you should consider 
pushing for a "back to back" liability regime with these sub-contractors.  This might allow you to 
pass on any liability to your sub-contractors in the event the incident arose out of their failing. 
Obviously, there may be significant practical obstacles that you prevent you making a recovery from 
your sub-contractors but the issue should be considered, particularly if the task involves 
subcontracting a large part of the services and especially if you are subcontracting to a sophisticated 
company.  

One other way to help minimise liabilities between the parties (and disputes) is for parties to jointly 
purchase a single insurance product which benefit more than one party.  This option should be 
discussed carefully with your insurance broker. 

3. Are you Covered? 

You should discuss the services to be provided and your potential liabilities with your insurance 
broker and professional advisors before signing a contract, and you should be comfortable that (i) 
your underwriters are entirely clear on what it is they are covering and; (ii) you have sufficient cover 
for the risks you are exposed to. 

You may find that some of your local subcontractors have either no cover or insufficient and/or 
deficient cover.  Therefore where you are engaging local subcontractors (particularly local law 

https://www.bimco.org/Chartering/Documents/Security/GUARDCON.aspx�


 
 

 
3 

HFW Advice to Beazleys / Integro Assureds (Draft 1: 20.09.13) 
HFWLDN\22003764-1 

enforcement and/or military) to provide services, you should consider whether your own cover 
should/can be extended to cover their actions. 

Those providing services to the US forces will be aware of the withdrawal of the US Defense Base 
Act insurance and the need to put alternative measures in place. 

When providing services, most clients will expect to see your cover include: 

3.1.1 employer's liability cover (Note: if you are a US entity or employing US citizens you will 
need advice on US employer's liability); 

3.1.2 comprehensive liability insurance (including liability to third parties for personal injury and 
death, property damage and other loss); 

3.1.3 professional indemnity cover; and 

3.1.4 personal accident cover for each of your personnel (including any subcontracted personnel, 
whether local or otherwise). 

You may also consider it necessary to purchase other special risks insurance, such as kidnap and 
ransom cover.  However, you must take care when referring to the existence of kidnap and ransom 
cover as there are usually provisions in the policy requiring you to keep its existence confidential. 

4. Local Law? 

For a number of reasons including its certainty, developed case law and wide choice of experienced 
legal practitioners, English law and jurisdiction is a popular choice for many commercial parties, 
whether or not they have any English nexus.  However, this may not always be appropriate and/or 
your counterparty may have strong objections to it.   

The governing law and jurisdiction of your contract may be the subject of intense contractual 
negotiation or you may simply be left with no choice but to accept the local law.  However, the 
decision to contract under local law should not be taken lightly. 

Agreeing to contract under the law and jurisdiction of certain countries might provide your 
counterparty, if they have influence, with a clear "home" advantage if the matter ends up in court. In 
addition there may not be developed law on all areas of your contract and/or the decisions of the 
judiciary might be unpredictable, or the case might take a prohibitively long time to resolve. You 
might then be exposed to the prospect of having to settle your dispute on terms potentially much less 
favourable to you notwithstanding the merits of the case.  

Having no express choice of governing law and jurisdiction in a contract could exposure you to the 
costly and time consuming process of establishing the correct law and forum.  

5. Local Licences  

In addition to licences, consents and approvals from regulators in your own jurisdiction, you might 
also need to obtain licences, consents and approvals from the jurisdiction in which you are 
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operating.  Local law advice should be sought to ensure that the licence, consents and approvals you 
have been given by local authorities are valid as a matter of national law and are appropriate for the 
services you are providing. 

Local licences can be refused, withheld or withdrawn at short notice for a number of reasons or for  
no reason at all. This might place you in breach of contract or even expose your operatives on the 
ground to the risk of arrest and imprisonment by the local authorities.   

Before accepting the obligation in the contract to procure local licences etc consider which of the 
contractual parties is best placed to procure the permissions required. Placing the obligation on your 
counterparty to secure the permission shifts the risk and responsibility to them. If this is not 
practical, consider including a term in the contract that relives you from liability, or gives you the 
right to terminate without penalty, in the event the licences cannot be obtained or are withdrawn. 
This is particularly importantly if the licensing regime is beyond your control or opaque.  
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